
© 2019 aeSolutions 
 

 
 

Addressing Common Process Control Network 
(PCN) Misconfigurations Will Increase Availability, 

Security and Safety 
 

 
Steve Stock 

Industrial Cybersecurity Business Manager 
aeSolutions, Inc. 

steve.stock@aesolns.com 
 
 

John Cusimano 
Director of Industrial Cybersecurity 

aeSolutions, Inc. 
john.cusimano@aesolns.com 

 
 
 
 
 
 

 
if it isn’t secure, it isn’t safe ™ 

250 Commonwealth Drive  
Greenville SC 29615 

 
  
 

Prepared for Presentation at  
SANS ICS Security Summit & Training 

March 2019 
 

mailto:steve.stock@aesolns.com
mailto:john.cusimano@aesolns.com


© 2019 aeSolutions 
 

 
Keywords: PCN, Process Control Network, ICS, OSI, Configuration, Security, 
Safety, Cybersecurity 
 
 
 

 
 
 
 

Abstract 
 

The purpose of this paper is to raise awareness around common OSI Layer 2 
networking misconfigurations found in Industrial Process Control Networks. These 
misconfigurations often introduce significant security vulnerabilities and 
negatively impact ICS availability. We’ll discuss the commonly found 
misconfigurations and demonstrate how they impact ICS security and availability, 
and present a case study from an oil & gas refinery that suffered widespread PCN 
outages as a result of these misconfigurations when attempting to upgrade two 
existing PCN switches. 
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Addressing Common Process Control Network (PCN) Misconfigurations Will 
Increase Availability, Security and Safety 
 
During a planned maintenance window, an oil and gas refinery attempted to upgrade process 
control network (PCN) switches in the alkylation unit that were 8 to 9-years-old. For 
consistency, the new switches were updated models made by the same manufacturer as the 
legacy switches. They moved the configuration files over, double and triple checked everything, 
installed the new switches and the alky unit was back up and running. The catch is, however, six 
other units from the process control network experienced outages and loss of view/loss of 
control across the refinery. Downtime totaled seven hours. 
 
Workers attempted to troubleshoot the issue but ultimately, they decided to roll back to the 
previous state and reinstall the legacy switches which restored the network. However, because 
they couldn’t upgrade the legacy switches, the site had to accept the operational risk that if any 
of those switches failed, they wouldn’t be able replace them because it would cause the same 
outages until the root cause was determined. A simple switch replacement caused this problem 
– but it didn’t have to be that way. 
 
After the unsuccessful upgrade attempt, PCN network experts brought in to conduct further 
analysis to determine the root-cause. From that analysis, there were four main contributing 
factors:  
 

1. Spanning Tree Topologies were not enforced 
2. Outdated firmware with known bugs on the PCN Switches 
3. Access ports configured with VLAN used for the trunk native VLAN 
4. VLAN database contained unassigned VLANs 

 
A detailed plan was developed to remediate the findings.  The remediation was conducted 
during a maintenance window. However, Plant Operations observed no impact to the control 
systems while the remediation was being conducted.  With an Optimized PCN, the Alky Unit 
switch upgrades could be completed with no impact on any other process area.  The entire 
cutover to the new switches lasted less than five minutes. The refinery PCN is now fully 
operational and performing better than it had in years.     

Lessons Learned 
This case study is a good example of a Process Control Network (PCN) that started small but 
over the years grew to support the integration of systems throughout the facility. During that 
evolutionary process, the PCN accumulated misconfigurations and vulnerabilities that 
eventually led to a costly unplanned downtime incident. The story of this refinery is not 
uncommon.  Most of the networks in industrial applications (e.g. process control, SCADA, 
manufacturing, etc.) have been expanded, extended and transformed over the last few decades 
to support the growing needs of operations.  Because the work is often done piecemeal over a 
long period of time it is highly unlikely that anyone has performed a holistic assessment of the 
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network for vulnerabilities, misconfigurations and other issues that could impact network 
performance, reliability and security.   
 
The simple fact is misconfigurations and vulnerabilities will not only create unplanned 
downtime, they can cost asset owners significant time and money. While one misconfiguration 
may not have a huge effect, a series of them can dramatically impact on the safety and security 
of the entire control network.  
 
It doesn’t have to be this way.  There is no reason to wait for your network to crash in order to 
find and address these lingering network issues that could be impacting the safety, security and 
reliability of your operations.   
 
The focus in this paper is to review some common misconfigurations that can have a negative 
impact on process control network availability and discuss how it is possible to solve the issues 
and become more productive and increase uptime. 

Common Misconfigurations 
During the root cause investigation of the refinery incident, experts found several OSI-Layer 2 
misconfigurations and evaluated their impact on PCN availability. They were categorized into 
four groups: 
 

• Access ports, which typically provide connections to the PCN for a single end device and 
are configured with one VLAN 

• Trunk ports, which allow connectivity between switches and carry multiple Virtual LANs 
(VLANs) 

• Virtual LAN (VLAN), which provide a means to logically segregate Process Control 
Networks using a shared physical infrastructure 

• Spanning tree protocol (STP), which is designed to prevent OSI Layer 2 switching loops 
 
These commonly found misconfigurations can create the following scenarios and severely 
reduce process control network availability and impact operations to the point of loss of 
process view/control or even process shutdowns:  

1. Increased spanning-tree convergence times 
2. Potential to introduce switching loops  
3. Unexpected/undesirable spanning-tree topologies  
 

Table 1 summarizes the most common misconfigurations in each category: 
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Table 1: Common PCN Misconfigurations 

Access Ports Trunk Ports VLANS Spanning Tree 
• Access port is 

configured with 
the VLAN used 
for trunk native 

• Access port is 
assigned to 
default VLAN 1 

• Unused port is 
administratively 
“up” 

 

• Trunk port 
configuration is 
inconsistent with 
a connected 
switch 

• Trunk port is 
configured to 
allow all VLANs to 
traverse link 

• Access port with 
multiple 
connected 
devices, 
potentially 
connected to 
another switch 

 

• Trunk native 
VLAN is allowed 
over the trunk 

• Unused ports 
assigned to active 
VLAN 

• VLAN database 
contains 
unassigned 
VLANs 

• Interface with 
default 
configurations 

 

• Access port with 
the portfast 
disabled 

• Trunk port 
configured with 
the portfast 
enabled 

• STP topology not 
enforced, and 
dynamic STP root 
elections.  

 
How Common Misconfigurations Contributed to the Refinery PCN Outage 
Analysis of the configuration files and event logs of 39 process control network switches (over 
1,100 physical switch interfaces) throughout the refinery revealed a total of 1,980 configuration 
issues.  And, this oil and gas refinery was more mature than most.  They did a lot of things right, 
however, they acknowledged they had previously relied too heavily on integrators that didn’t 
follow configuration best practices.  
 
The results of the findings are summarized in Table 2: 
Table 2: Summary of Refinery PCN Misconfigurations 
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These misconfigurations not only contributed to the PCN outage but could have caused other 
incidents had they not been addressed. 
 
Access and Trunk Port Issues: During the post-cutover analysis, another anomalous event was 
detected. A PLC was found connected to an access port configured with the VLAN used as the 
trunk native VLAN. During the network outage, the logs pulled from the PCN switch reported 
the PLC was flapping between ports. This is because the switch was seeing traffic from the 
access port the PLC was directly connected to as well as from a trunk port. That meant the 
traffic was navigating through the entire PCN. After analyzing the “mac address table” from 
each of the PCN switches, it was confirmed the MAC address of this PLC was found in each 
switch. 
 
VLAN Issues: The PCN had 80 defined VLANs, but only 40 were being used. This means these 
switches are maintaining and participating in spanning tree topologies for each of the VLANS 
and half of them are not being used. Switches configured with unused VLANs can increase the 
overhead processing required and increase the spanning-tree convergence times for the VLANs 
that are actually being used. 
 
Spanning Tree Topologies Enforcement 
Issues: Even though PCNs are critical and 
sophisticated networks, oil and gas companies 
typically do not enforce spanning tree 
topologies, but instead rely on the default root 
bridge election process. While that usually 
works to prevent switching loops, when 
investigated further it is possible to find odd or 
unexpected behaviors.  
 
In the refinery, there was an engineering 
services VLAN consisting of two switches and 
several workstations and servers.  Because the 
STP topology wasn’t enforced, a switch in a 
different area, the Oil Movements (OM) unit, 
was elected as the root bridge for the VLAN.  If 
maintenance was performed and the OM 
switch was taken offline, the engineering 
services network would be unavailable for a 
short time because a new root bridge would 
have to be elected and the network would 
have to re-converge.  This scenario illustrates 
the implications of not enforcing spanning tree 
topology where modifying something totally 
unrelated could create an unexpected outage. 

Spanning Tree Protocol 
Spanning Tree Protocol (STP) is a Layer 2 protocol that 
runs on most modern, “managed” switches. The 
purpose of STP is to prevent network loops when 
there are redundant paths in the network. Network 
switches impacted by network loops are overwhelmed 
and capable of passing only minimal traffic, which in 
effect slows everything down. 
 
Within Oil & Gas/Chemical Process Control Networks, 
the vast majority have not enforced spanning tree 
topologies and, in general, are left to the default 
election process. When this happens, STP will perform 
its intended purpose and prevent switching loops. 
That was the good news, however, the bad news is it 
will usually result in unexpected and even inefficient 
topologies that can reduce PCN availability. 
 
As mentioned, spanning tree topology was created to 
detect and prevent switching loops and it uses an 
election process that determines the root switch. 
Redundant connections to the root switch are blocked 
to prevent loops. Changes to the network topology 
can force the STP to re-converge, which could lead to 
the network becoming temporarily unavailable. 
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Another example is when a device connected to an access port can inadvertently become a 
spanning tree root bridge.  In the refinery, a Red Lion gateway, most likely a protocol converter, 
became the root bridge for the power station fuel gas VLAN through the default election 
process because it had a lower base MAC address than the connected PCN switches.  If the 
device was removed, the VLAN would experience a temporary outage while a new root bridge 
was elected, the network re-converged and re-established the topology. 

Vulnerabilities 
Misconfigurations are not the only issue that can impact process control network reliability and 
security.  Vulnerabilities in the network device firmware can not only contribute to network 
reliability incidents but they may also provide a vector for a malicious person or software to 
breach the network.   
 
Going back to the refinery case study, it was clearly established that there was outdated 
firmware on the PCN switches. The firmware was installed on the switches eight years ago, and 
never updated.  Unpatched network devices are an issue not only for this facility but for 
industry in general.  Asset owners have accepted that they need to patch and update Windows 
computers regularly, but they rarely update firmware/IOS in network devices. In the case of the 
refinery, a known bug in the legacy firmware included a loop back detection error that was a 
contributing factor to the incident.  
 
The log files analyzed from the six process control areas impacted by the outage showed the 
same sequence of events that repeated during the network outage:  
 

1. The switch would detect a loopback on an interface 
2. The switch would place the interface into an err-disabled state 
3. The switch would wait five minutes as configured in the err-disabled recover timer 
4. After the five-minute wait, the switch would try to recover the err-disabled interface 
5. The switch would then detect the loopback and the process would start over 

 

Best Practices to Eliminate Misconfigurations 
 
It is easy to point out problems and issues, but there are simple solutions to misconfigurations. 
The following best practices are a great starting point to mitigate most, if not all, of the 
common threats to PCN availability. 
 
Unused switch ports: 

• Configure as access ports  
• Disable the auto-negotiation of trunks 
• Create an unused VLAN and place unused ports in this VLAN 
• Administratively shutdown all unused ports 
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Trunk ports:  
• Only allow necessary VLANs across trunks  
• Only allow tagged traffic over the trunk by blocking the trunk native VLAN 
• Don’t assign access ports to the trunk native VLAN  

 
Spanning tree:  

• Set root bridge priorities to create predictable and efficient topologies 
• Ensure STP participation is correctly configured 

 
VLANS:  

• Remove unused VLANs from the VLAN database 
 
The end goal is to optimize the process control network. To do that you must: 

• Identify, document, and mitigate common networking misconfigurations 
• Enforce spanning tree topologies 
• Update network device firmware/operating systems 
• Train staff on applicable policies and industry best practices 

 

Conclusion 
 
If left unaddressed, process control network misconfigurations and vulnerabilities can 
compound and ultimately lead to unplanned downtime or a security breach that could cost 
asset owners a significant amount of time and money.  
 
It doesn’t have to be this way.  Having an expert come in to ferret out the issues and apply 
industry best practices can avoid an incident and improve network performance.   
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Security Impact from Misconfigurations 
While common misconfigurations can have a big impact on process control network 
availability, there are security concerns when these common misconfigurations occur such 
as unauthorized access to network segments, switch spoofing, and double tagging. 
 
Often, switch ports are configured to be members of active VLANs and left administratively 
up. The unauthorized device can simply connect to the live port and communicate to other 
devices on the VLAN. 
Some mitigations to address unauthorized devices are:  
• Move unused ports to an unused VLAN 
• Don’t allow unused VLAN over trunks 
• Explicitly configure unused ports as access ports 
• Configure access ports to “nonegotiate” 
• Administratively shutdown unused ports. 
 
Users can gain unauthorized access to another VLAN by negotiating a trunk with the switch. 
VLAN Leaking is not a threat in newer switches as the hardware always enforces proper 
traffic classification. 
 
Switch spoofing allows unauthorized access to another VLAN by negotiating a trunk with the 
switch. Some misconfigurations that can introduce this vulnerability are an unused trunk 
port administratively “UP” and an interface with default configuration, not configured. 
 
Mitigations for switch spoofing include: 
 
• Moving unused ports to an unused VLAN 
• Not allowing unused VLAN over trunks 
• Explicitly configuring the port to be an access port  
• Configuring access ports to “nonegotiate” 
• Administratively shutting down unused ports 
 
Double tagging allows traffic from one VLAN to transmit data to a device in different VLAN. 
Misconfigurations that can introduce this vulnerability include: 
 
• An unused trunk port administratively “UP” 
• An interface with default configuration (i.e. not configured) 
• Access port configured with VLAN used for trunk native 
• An access port assigned to default VLAN 1 
• Trunk native VLAN allowed over trunk 
• A trunk port configured to allow all VLANs 
 
Mitigations for double tagging include assigning an unused VLAN as the trunk native and 
avoiding use of the trunk native VLAN for any other purpose. 
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